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Objectives
 Understand common misconceptions Agency’s 

face when dealing with potential cyber threats

 Learn what steps to take in the event a beach 
occurs 

 Gain insights into a tested method of approaching 
security threats in a cyber world

Introduction
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Myths & reality

A breach is on the horizon

Preparing for the inevitable

Questions

Topics



Myths & reality
We have a firewall, so we’re good… right?
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Misperceptions about an organization’s security posture run rampant in both 
public and private industries

Myths

Myth #2 “Policies and procedures will take care of it”

Myth #3
“We’ve fortified our environment with <insert protection 
mechanism here> and now we’re covered”

Myth #4 “We have encryption, everything is protected”

Myth #5 “It won’t happen at our Agency”

Myth #1
“Our people would never do that <insert malicious or 
accidental activity here> they know better”



“Since 2007, identity theft passed drug trafficking 
as the number one crime in the nation.” – US 
Department of Justice
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The odds aren’t in your favor
Reality – the advancing threat

Source: Verizon 2012 Data Breach Investigations 
Report 

Seconds Minutes Hours Days Weeks Months Years

Initial attack to initial 
compromise

Initial compromise to 
data exfiltration

Initial compromise to 
discovery

Discovery to 
containment

43% 29%

38% 25%

27%

32% 38%

24% 39%

4% 11% 7% 7%

8% 8%8%

9%

9%

4%1%

14%

17%

0%

0%0%0%

0%

0%

Attackers have a limitless number of attempts to compromise an Agency’s defenses, but it only 
takes a single weakness.

It is an unfair game, but you may be able to prevent or significantly limit damage by efficiently identifying 
and dealing with instances of compromise.
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Which organizations have concentrated volumes of personal identifiable 
information (PII) combined with heavy resource constraints?

This isn’t just a private sector problem

Source: http://datalossdb.org/statistics
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Outside
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Incidents by 
Breach

Incidents by 
Business Type

Incidents by 
Data Type

Incidents by 
Vector

Attacks are trending 
toward greater 
sophistication

There’s a rise in public 
sector breaches

States are the best 
sources of loosely 

protected PII

Insiders continue to 
rise as a viable source 

of threats

The threat of a breach is real and here to stay

Others 
61%

Stolen 
Laptop 
12%

Web 9%

Fraud 
SE 12%

Hack 
28%
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The changing face of external breaches (2010 vs. 2012)
2012 Deloitte-NASCIO Cybersecurity Study

Emerging cybercrime and state-sponsored threats will require a strong response from states.

Source: 2012 Deloitte-NASCIO 
Cybersecurity Study
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Year on year upward trending
Looking at the numbers

94 million 
The number of Americans’ files in which personal information has 
been exposed to potential identity theft through data breaches at 
government agencies since 2009.

680%
The increase in significant cybersecurity threats 
against U.S. government systems from 2006 to 
2011.

Source: 2012 Deloitte-NASCIO Cybersecurity Study
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Confidence doesn’t run high on cyber-preparedness
A window into the C-suite’s cyber concerns

Source: 2012 Deloitte-NASCIO Cybersecurity Study

State officials feel cybersecurity is very 
important for the State92%

70% State CISOs have reported a breach

CISOs feel that staff have the required 
cybersecurity competency

Only
20%

CISOs indicate “Lack of sufficient funding” 
is the key barrier to address cybersecurity 86%

CISOs feel “phishing and pharming” as 
their top cybersecurity threat82%

CISOs are very confident in protecting 
State’s assets against external threats

Only
24%

Only
14%

CISOs feel that they receive appropriate 
executive commitment and adequate 
funding for cybersecurity

50% CISOs manage a team of  only one to 
five cybersecurity professionals

An urgent call to execute on a robust 
cybersecurity strategy, with  strong 

governance and compliance monitoring 
measures



A breach is on the horizon
How will the Agency react?
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Driving forces behind an increase in State focused attacks
Why us? 

Traditionally less stringent 
security requirements

Continually increasing 
budgetary pressures

Historically a lack of 
necessity to assess and 
report on security posture

Typically possess the most 
comprehensive collection 
of detailed citizen 
information



One thing to remember…

…it could eventually 
happen to you.

Is your Agency prepared?
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Total costs are not easily quantified
Costly implications 

Financial 
Implications

• Average cost to the organization is estimated at $194 per compromised 
record11 This doesn’t include the intangible costs such as goodwill

Regulatory 
Risks

• States depend heavily on the Federal Tax Information (FTI) interfaces from the 
IRS. Disruption to this may impact the ability of agencies to assess and collect 
taxes

• Civil/criminal legal action (class action lawsuits)

Operational 
Risks 

• Potential decline in voluntary tax filing/compliance – even if temporary, will 
have a significant impact

• Re-allocation of staff time and resources to support breach response, 
forensics, and mitigation taking time from core mission delivery

Reputation 
and Privacy

• Negative impact on the State/Agency’s reputation to secure tax and revenue as 
well as other personal identifiable information entrusted by citizens and 
businesses
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but be cautious about apologizing

…there are specific steps to consider taking
So you’ve been breached…

 Isolate the environment, but don’t shut it off

 Find someone with the right skillset to assist

 Maintain the chain of custody

 Identify and isolate the reason for the breach

 Understand your exposure

 Determine your stakeholder audience

 Empathize, sympathize, 



Preparing for the inevitable
“Security is not a discrete problem to be 
solved, but an ongoing challenge to be 
managed” – Tech Trends 2013 – A public 
sector perspective , Deloitte 



Copyright © 2013 Deloitte Development LLC. All rights reserved.17

Considerations for the public sector…
Four lessons from the front lines

1 Start with a risk driven approach

Do not let cost pressures steer you off-track

Improving security can enhance ease of use

Use procurements and acquisitions to find better security 
approaches

2

3

4
Source: Deloitte  Tech Trends 2012: A public sector 
perspective
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Establishing a culture of collaboration and awareness
Achieving a persistent state of cyber-readiness

Source: Deloitte  Tech Trends 2012: A public sector 
perspective
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 Assess and communicate security risks

 Better articulate risks and audit findings with business stakeholders

 Explore creative paths to improve cybersecurity effectiveness within 
states’ current federated governance models

 Focus on audit and continuous monitoring of third-party compliance

 Raise stakeholder awareness to combat accidental data breaches

 Aggressively explore alternative funding sources including 
collaboration with other entities

 Make better security an enabler of the use of emerging technologies

Actions to move your program forward…
Tactics to improve States’ cyber-preparedness

Source: 2012 Deloitte-NASCIO Cybersecurity Study
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Ask yourself the following questions…
Homework

Do we really understand our potential exposure?

Are we appropriately protecting our sensitive information?

When was the last time we checked?

Do we have the right response plan?

Are we ready to answer to the public?
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Questions?
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